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This study was conducted with the aim of designing a media governance
PP: 1-24 model for countering cognitive warfare in Iran. Methodologically, the
research was applied in terms of purpose and qualitative in terms of
Use your device to scan and read | approach, employing thematic analysis as the research method. The study

the article online population consisted of experts in the fields of communication sciences,
media management, media policy-making, cyberspace studies, and
@] 052 =] cognitive security. Participants were selected through purposive sampling

and snowball sampling techniques. After conducting 17 semi-structured
interviews, theoretical saturation was achieved. The data were analyzed
=] based on Braun and Clarke’s six-phase framework for thematic analysis.

= The findings led to the extraction of 347 initial codes, 56 concepts, 27
sub-themes, and 7 main themes. The main themes included policy and
legal governance, institutional and managerial governance, technological
governance, media and content governance, educational and media
literacy governance, cultural and social governance, and cognitive
security governance. The results indicated that effective media
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Extended Abstract

Introduction

The rapid evolution of communication
technologies has fundamentally altered the
nature of power and conflict, shifting the
primary battlefield from physical territories to
the human mind, thereby giving rise to
"cognitive warfare." In this new form of
conflict, state and non-state actors exploit
media and digital platforms to manipulate
perceptions, beliefs, and decision-making
processes, threatening national security and
social cohesion. The Islamic Republic of Iran,
grappling with various forms of cognitive
warfare within its dynamic political and social
landscape, finds its national security
increasingly dependent on its cognitive and
media capacities. While "media governance" is
recognized as a crucial framework for
regulating and managing the media system, the
existing literature and internal studies reveal a
significant theoretical and practical void.
Current research predominantly focuses on
fragmented issues like media literacy, cyber
security, and psychological operations, lacking
a comprehensive and integrated model for
media governance specifically designed to
counter cognitive threats. The central
challenge, therefore, is that no coherent,
indigenous framework exists to guide strategic
policy-making, planning, and regulation
across the political, legal, institutional,
technological, educational, cultural, and
security dimensions necessary for effective
governance. Consequently, this research is
driven by the core question: What are the
dimensions, components, and
interrelationships that constitute an effective
media governance model for countering
cognitive warfare in Iran?

Methodology

This applied research employed a qualitative
approach using thematic analysis, based on the
six-phase framework of Braun and Clarke
(2006), to design a media governance model
for countering cognitive warfare in Iran. The
study's population consisted of experts in
communication sciences, media management,
media policy-making, cyberspace, and

cognitive security. Participants were selected
through purposive sampling combined with
the snowball technique, continuing until data
saturation was achieved, which occurred after
17 semi-structured interviews. Data collection
was guided by an interview protocol developed
from the theoretical literature and validated by
several professors and media specialists. The
analysis process involved transcribing the
interviews and systematically coding the data,
which resulted in the extraction of 347 initial
codes, subsequently refined into 56 concepts,
27 sub-themes, and finally 7 main themes. To
ensure the trustworthiness of the findings, the
study applied Lincoln and Guba's (1985)
criteria, including credibility (through member
checks and peer review), transferability,
dependability, and confirmability. Inter-coder
reliability was rigorously assessed by having a
second researcher independently code 20% of
the interview data, yielding a Cohen's Kappa
coefficient of 84%, indicating a very good
level of agreement and confirming the stability
of the coding process.

Results and Discussion

The thematic analysis of the expert interviews
yielded a comprehensive model comprising
seven main dimensions: political-legal
governance, institutional-managerial
governance, technological governance, media-
content  governance, educational-media
literacy governance, cultural-social
governance, and  cognitive security
governance. The findings reveal that effective
countering of cognitive warfare requires a shift
from fragmented, reactive approaches to an
integrated,  forward-looking  governance
system.  Notably, the political-legal,
institutional-managerial, and technological
dimensions emerged as  foundational
infrastructures, while media-content,
educational, and cultural  dimensions
functioned as operational and enabling layers,
ultimately leading to cognitive security as the
strategic outcome. These results align with
previous research emphasizing the need for
coherent strategies (Majd et al., 2024;
Mostafapour & Ghazanfari, 2025) and
advanced technological tools (Gorwa et al.,
2024; Monaghan, 2023). The study
underscores that the primary battleground in
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cognitive warfare is the control over narratives
and interpretive frameworks, making media
content governance and narrative management
critical. Furthermore, the emphasis on media
literacy and critical thinking resonates with
findings on digital resilience (Helsper et al.,
2023), while the focus on social capital and
national identity supports the role of soft
power in shaping public attitudes (Nye, 2021).
In conclusion, the proposed model
demonstrates that countering cognitive warfare
is not merely a technical or security issue but a
complex governance challenge requiring
coordinated action across policy, institutional,
technological, educational, and cultural
spheres. This integrated framework offers a
practical roadmap for Iranian policymakers to
enhance national cognitive security and
effectively manage the "war of narratives."

Conclusion

This research successfully designed a
comprehensive media governance model for
countering cognitive warfare in Iran,
addressing a significant gap in both theoretical
and practical frameworks. The study concludes
that effective resistance against cognitive
threats cannot be achieved through
fragmented, sectoral approaches but requires
an integrated governance system where
political-legal, institutional-managerial,
technological, media-content, educational,
cultural, and cognitive security dimensions
operate  synergistically.  The  findings

demonstrate that the foundational pillars of this
model are  coherent  policy-making,
coordinated institutional structures, and
advanced technological infrastructure,
particularly Al-driven systems for monitoring
and analysis. These foundations enable the
operational layers of narrative management,
credible content production, media literacy
enhancement, and social capital strengthening,
ultimately leading to cognitive security as the
desired outcome. The study confirms that the
primary battleground in cognitive warfare is
the control over narratives and interpretive
frameworks, emphasizing the critical role of
media governance in managing the "war of
narratives."  Furthermore, the research
highlights that empowering citizens through
advanced media literacy and critical thinking
transforms them from passive information
consumers to active actors in the media
ecosystem, enhancing societal resilience. The
proposed model advocates for a paradigm shift
from hierarchical, static, and reactive
governance toward network-based, adaptive,
and proactive governance, integrating Al and
big data for predictive capabilities. In
conclusion, this indigenous framework
provides Iranian  policymakers, media
managers, and security institutions with a
practical roadmap for enhancing national
cognitive security, strengthening media
authority, and effectively countering emerging
cognitive threats, thereby safeguarding
national interests and social cohesion in the
digital age.
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